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DECLARATION OF LAPD CAPTAIN JONATHAN L. TIPPET 


I, JONATHAN L. TIPPET, declare and state as follows: 

1. I am employed by the City of Los Angeles as a Captain III with the Los Angeles Police 
Department (“LAPD”) and am currently the Commanding Officer in charge of the Robbery-Homicide 
Division. I have personal knowledge of the information set forth below, except those things set forth on 
information and belief and to those things I believe them to be true. I prepared this Declaration in support 
of the Writ of Possession and Temporary Restraining Order filed by the City of Los Angeles. 

2 I joined the LAPD on May 31, 1988. Over the last 35 years, I have worked a variety of 
assignments as a police officer in numerous divisions across the City, including Harbor, Central, 
Rampart and Metropolitan Divisions. My experience includes patrol, special problems units, 
surveillance, narcotics and gangs. While assigned to Rampart Division, I worked patrol and gangs, and 
was promoted to Police Officer III in the gang unit. I was later promoted to Senior Lead Officer and was 
responsible for the Pico/Union District. 

a: In 1996, I joined the LAPD Metropolitan Division. I was later promoted to Assistant Squad 
Leader. My experience as a Metropolitan Division officer included crime suppression, task force 
operations, execution of high-risk warrants, crowd control/crowd management, VIP/dignitary 
protection, major events and special operations. 

4. In 2002, I was promoted to Sergeant and was assigned to Southeast Area where I worked the 
following assignments—Patrol Supervisor, Patrol Adjutant, Area Adjutant, and Assistant Watch 
Commander. In 2009, after four years as a Watch Commander, I returned to Metropolitan Division as a 
supervisor and was a Squad Leader. 

5. In 2011, I was promoted to Lieutenant and returned to Southeast Area as a Watch Commander. 
In 2012, I was assigned to the Southeast Gang Impact Team and was promoted to Lieutenant II as the 
Officer-In-Charge. My responsibilities included overseeing the uniformed gang officers, gang detectives 
and the narcotics unit. In 2014, I was selected to be the Adjutant to the Commanding Officer of 


Operations-South Bureau. 
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6. In April 2015, I was promoted to Captain and served as the Patrol Commanding Officer of 
Olympic Division and Pacific Division. In June 2016, I became the Assistant Commanding Officer of 
Metropolitan Division and in March 2017, I was promoted to Commanding Officer of Metropolitan 
Division. I remained in that position until December of 2019 when I was assigned to the Robbery- 
Homicide Division (RHD). I currently hold the rank of Captain III and am the Commanding Officer of 
RHD. For the last three and a half years, I have served as Acting Commanding Officer for the Gang 
Narcotics Division, which heavily employs the use of undercover officers. 

7 Given the variety of assignments I have held and the decades I have been an officer with the 
LAPD (most notably as a supervisor), I am extremely familiar with LAPD’s use of undercover units, 
the significance of their duties, and the effect that the release of photographs of officers in those units 
will have on LAPD’s ability to conduct necessary operations. Undercover officers work in a capacity 
where their identity as a law enforcement officer is concealed. These officers generally dress and act in 
a manner to assimilate into the community and environment that they are attempting to infiltrate. These 
can include vice officers posing as prostitutes, officers posing as controlled substance or firearms 
purchasers, or officers posing as members of the public to conduct surveillance for the purposes of 
gathering evidence to support criminal investigations. While I will focus my declaration on my most 
current division (RHD), there exist many undercover units and operatives working throughout LAPD 
and the issues and concerns provided herein are the same. 

8. RHD is comprised of four sections (Robbery, Homicide, Gang Homicide, and Special 
Investigation Section), each tasked with investigating or providing surveillance support for a wide 
variety of select crimes that are often high profile in nature. The sections also serve as liaisons between 
other law enforcement agencies regarding cases of mutual interest and, when required, orchestrate multi- 
divisional and/or multi-agency task force investigations. (A detailed description of the RHD’s duties can 


be found at www.lapdonline.org/office-of-the-chief-of-police/office-of-special-operations/detective- 


bureau/detective-services-group/robbery-homicide-division. ) 
9. As noted above, I currently supervise the Special Investigation Section (SIS) within the RHD. 


The SIS’s objective is to determine if a suspect under surveillance is connected to the crime under 
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investigation, and, if probable cause exists to arrest, to arrest the suspect. Although part of RHD, SIS’s 
services are available to any division or unit that requires surveillance support. To that end, SIS may 
surveil violent assault and robbery suspects as well as suspected murderers, kidnappers, and sex 
offenders. 

10. Since its inception, only a small number of detectives have been assigned to SIS given the 
requirements and expectations of the units. Given the nature of their duties, all sworn personnel in SIS 
have worked or currently work in an undercover capacity. Although my Declaration is focused on SIS 
personnel, many of the issues and concerns I discuss herein hold true for undercover officers (or officers 
in other sensitive assignments) in other LAPD sections and divisions. 

11. — [have learned that photographs of LAPD undercover officers, including current SIS detectives, 
were produced as a part of the records request at issue here. On information and belief, those 
photographs came into the possession of Stop LAPD Spying Coalition, who has posted them to a public 
website entitled Watch the Watchers. 

12. During my 35 years with LAPD, I have become extremely familiar with the training, methods 
and use of undercover officers, as well as officers in other sensitive positions, and firmly believe that 
disclosure of these photographs will jeopardize the investigation of significant criminal cases—and 
permanently endanger the lives of the officers assigned to those cases as well as the lives of their 
families. In short, the production and dissemination of the photos will forever cripple our ability to 
protect and serve—the core mission of LAPD—and protect our own officers, their spouses and partners, 
and their children. 

13. [have learned that other large cities have suffered from exposure of its undercover officers. In 
New York City, for example, nearly 200 undercover officers, two-thirds of its entire undercover force, 
had to be transferred to less dangerous duty following the ambush and murder of two officers (NYPD 


Detectives James Nemorin and Rodney Andrews) during an undercover operation in 2003. (See 


techniques/undercover-operations.html attached hereto as Exhibit 1.) 
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14. Undercover officers may be used in significant cases that require close contact with a suspect, 
such as murder investigations and the collection of DNA evidence from suspects, where exposure could 
not only prevent LAPD from solving the case but allow the suspect to kill again; kidnapping cases, 
where exposure could threaten the lives of victims and officers alike; hardcore gang cases, where 
exposure could jeopardize the ability to stop a host of other crimes, including murder, robbery, and drug 
trafficking; public events, where exposure could threaten the lives of both speakers and spectators; 
investigations into foreign and domestic terrorists; and murder-for-hire investigations. I have spoken to 
undercover officers who, believe, as I do, that these kinds of investigations, and many others, are now 
at risk if the photos remain exposed to the public. These officers have also expressed their fears of being 
ambushed and killed following the revelation of these photos. 

15. Furthermore, facial recognition through Artificial Intelligence (AJ) is a growing technology and 
the public availability of these photographs will compromise an officer because AI programs can now 
quickly scan databases against a photograph taken of the officer at the scene. A perceived match can be 
deadly for an officer working in an assignment which requires anonymity. Even more alarming—a 
person’s face can be copied an infinite number of times and _ stored forever. (See 
https://www.vox.com/recode/2019/12/10/21003466/facial-recognition-anonymity-explained-video 
attached hereto as Exhibit 2.) Thus, officers will be under this threat for potentially a lifetime. 

16. As an AI guide recently proclaimed: “Imagine walking into a room full of people you don’t 
know, but your phone knows exactly who they are. This is what artificial intelligence (AI) software and 
facial recognition are doing. Artificial intelligence can now recognize images like never before including 
your face, voice, or fingerprint. It’s no longer science fiction; it’s reality. Thanks to leaps in data storage 
and processing power, machine vision has advanced significantly in recent years and will continue to 
advance as time goes on.” (See https://analyticslearn.com/image-recognition-in-artificial-intelligence- 
complete-guide attached hereto as Exhibit 3.) Even running a simple Google Reverse Image search 
could identify an officer and put that officer and his or her loved ones at risk. (See 


https://smartframe.io/blog/google-reverse-image-search-everything-you-need-to-know attached hereto 


as Exhibit 4. Indeed, local activists have expressed great excitement at the release of the officers’ photos 
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in this age of AI facial recognition. (See, e.g. https://twitter.com/FilmThePoliceLA (April 10, 2023): “It 
has taken me up to 18 months to identify officers in the past. Now I’m confident that I can ID an LAPD 
cop within 24 hours thanks to the LAPD picture release,” attached hereto as Exhibit 5. See also 
https://twitter.com/FilmThePoliceLA (March 28, 2023): “The LAPD didn’t expose any undercover 
cop’s identity. But we will. Already started” and “Don’t even need cops to identify anymore. Just need 
a good pic of their face to match w/facial recognition software,” attached hereto as Exhibit 6.) 

17. The threat to officers is real and taken seriously by those who engage in undercover and public 
facing police work. For example, SIS Detectives live an intentionally private life and try to keep their 
employer and/or identities confidential—especially given that their work is often done on foot and face 
to face with criminal suspects. They spend most of their time in the field rather than behind a desk or 
the wheel of a marked unit. As a result, these officers will purposefully avoid getting photographed at 
public (or even private) events and typically steer clear of social media. SIS assists by declining to 
publicize the section’s significant arrests or the noteworthy, often dangerous, work its officers contribute 
to high profile cases. 

18. | Websites have now put literal bounties on officers’ heads in the wake of the production and 
dissemination of the photographs. There is nothing subtle about a site named “killercop.com” and three 
officers have now filed a lawsuit against the owner of the site. In a tweet mentioned in the lawsuit, 
Steven Sutcliffe, who posts under the handle @KillerCop1984, allegedly wrote, “Remember, #Rewards 
are double all year for #detectives and #female cops.” (See Exhibit 7 attached hereto.) 

19. According to the lawsuit discussed above, this tweet also included an image ofa financial reward 
for the killing of an LAPD officer while another tweet allegedly included a link to a database of the 
officer photos at issue here, along with the terrifying caption, “Clean head-shots on these #LAPD 
officers. A to Z.” (See www.latimes.com/california/story/2023-03-24/lapd-officers-sue-owner-of-anti- 
cop-website-for-posting-photos-bounty attached hereto as Exhibit 8.) (Another website, named Watch 
the Watchers, has also posted the photos of all sworn LAPD officers, including undercover officers.) 
20. In addition to concerns about the safety of officers currently assigned to these positions, I also 


have recruitment concerns. While those seeking to join LAPD still may be learning of the production 
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and dissemination of the officer photographs, I am concerned that the potential danger to officers and 
their families will stymie recruitment efforts—which, to my understanding, is an intended goal of 
individuals and websites currently targeting LAPD officers as described above. (See, e.g., 
https://twitter.com/FilmThePoliceLA (March 28, 2023): “Hey new LAPD recruits, don’t bother joining. 
You'll have a magnifying glass looking at your whole life. Pick another career path. Politicians 
desperately want to add cops (for no good reason). We’ ll fight back using other methods,” attached 
hereto as Exhibit 6.) 

21. Furthermore, I have been informed that websites publishing the photos have expressly supported 
doxxing the now-exposed officers. “Doxxing” is the intentional revelation of a person’s private 
information online without their consent, often with malicious intent. This includes the sharing of phone 
numbers, home addresses, identification numbers and essentially any sensitive and previously private 
information such as personal photos that could make the person identifiable and potentially exposed to 
online harassment and humiliation, as well as real-life threats including stalking and unwanted 
encounters in person. (See www.cnn.com/2023/02/07/world/what-is-doxxing-explainer-as-equals-intl- 
cmd/index.html attached hereto as Exhibit 9.) The recent advancement of facial recognition and AI 
technology discussed above only increases this threat. 

22. As a result, officers have now expressed a desire to leave the LAPD in order to protect 
themselves and their families. I personally know an experienced undercover officer who chose to retire 
for this reason. 

23. Finally, I believe that federal task forces, which often utilize LAPD officers for undercover 
operations and other significant investigations, will be wary of continuing to use now-exposed officers 
for fear of jeopardizing their own cases and law enforcement officers. As a result, large-scale federal 


investigations targeting the Mexican mafia and other local and international drug cartels, money 


launderers, human traffickers, bank robberies, and other interstate crimes, will be adversely affected. No 


law enforcement agency, no agent or officer, no type of crime will remain untouched. 


I declare, under penalty of perjury, pursuant to the laws of the United States of America, and the 
State of California that the foregoing is true and correct. 


Executed this 20" day of April 2023, at Los Angeles, California. 


Jonathan L. Tippet 
JONATHAN L. TIPPET, Declarant 
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United Nations Office on Drugs and Crime 
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Tertiary > Organized Crime > Module &: Law Enforcement Tools > Key Issues > Special Investigative Techniques > Undercover Operations 


Create your own course: & # 


E4J University Module Series: 
Organized Crime 


Module 8: Law Enforcement Tools | Undercover operations 
and Cooperation 
Undercover operations are the third special investigative tool included in the Organized Crime Convention. 


Undercover operations occur where investigators infiltrate criminal networks or pose as offenders to uncover 
organized crime activity. These operations occur in many countries with different types of oversight. Major issues 


Introduction and learning outcomes 


bas ss faced by jurisdictions are listed below: 

e Jurisdiction © Inwhat kind of cases and inwhich format are undercover operations allowed? 

e Investigators of organized crime © Are there limits on the type of undercover operations permitted? 
@ Controlled delivery * What are the preconditions for conducting undercover operations? 
e Physical and electronic surveillance * Isauthorization from ajudicial or other independent source required? 
o Undercover operations ¢ Are there guidelines for the appropriate use of undercover officers? 
© Financial analysis In most jurisdictions, undercaver officers are not permitted to encourage suspects ta commit crimes they would 
@ Use of informants not ordinarily commit, either as an agent provocateur or through entrapment (Le. a situation in which an agent or 


official originated the idea of the crime and induced the accused to engage init; in some jurisdictions, itis used as 
a defence to criminal charges). Their role is usually to become part of an existing criminal enterprise. Jurisdictions 
vary in the nature of the restrictions they place on undercover operations, with most focusing solely on prohibiting 
undercover agents from providing opportunities to commit crime, and committing crimes themselves. 


e Rights of victims and witnesses in 
investigations 


© Summary 
cey-issues/special-investigative-techniques/index html 


Home Primary 


e References 


Exercises 


© Case studies and exercises 
Thinking critically through fiction 
© Excerpts of legislation 


Possible class structure 
Core reading 

Advanced reading 
Student assessment 


e Review and assessment questions 
© Quiz8 
e Research and independent study questions 


Additional teaching tools 


Published in May 2098 


Regional Perspective: Pacific Islands Region - added in 
November 2019 


Regional Perspective: Eastem and Southem Africa - 
added in April 2020 


Secondary Tertiary LibraryofResources News Multimedia Network Contact us 


Undercover investigations are used less often than is commonly believed, due to the extended length of time 
required to gain access to criminal organizations, and the danger to the undercover officer if his or her identity Is 
discovered (Kowalczyk and Sharps, 2017; Schmidt, 2009). Nevertheless, there have been many significant cases 
developed by undercover agents whose work resulted in numerous convictions, while managing to maintain their 
undercover identity without being discovered (Cowan and Century, 2003; Garcia and Levin, 2009; Pistone, 1989; 
Wansley with Stowers, 1989). 


The dangers of undercover operations 


The danger to undercover agents is apparent, as they are the last to know when thelr cover is blown, making 
serious injury or death difficult to foresee. In New York City, nearly 200 undercover officers (two-thirds of New 
York's entire undercover force) were transfered to less dangerous duty, following the killings of two 
undercover detectives and complaints regarding danger, outmoded equipment, and inadequate backup for 
officers involved in undercover operations. This demonstrates that the danger to uncover officers lies in their 
uncertain status in the eyes of both criminals and other potice (McPhee, 2003: Schmidt, 2009). 


One of therisks that was highlighted by a study on this topic is that agents selected for undercover assignments 
tend to be newly recruited and inexperienced officers, and that supervision of these agents in the field might not 
be adequate. Interviews with undercover agents show that these agents are sometimes exposed to great danger 
without adequate briefing or preparation. The effectiveness and consequences of undercover operations require 
systematic evaluation In this way, their costs - in other words the time invested, risk to officers and financial cast - 
can be assessed against their impact on organized crime operations (Love, Vinson, Tolsma, Kaufmann, 2008; Manx, 
1982; Miller, 1987). 


Sting operations are deceptive law enforcement operations designed to catch a person committing a crime. They 
inyoive more officers, and they are generally long-term and expensive investigations. They involve deceptive 
“fronts” for criminal activity such as a stolen property dealer, arms dealer, or money launderer designed to catch 
those commutting crimes. Sting operations are usually designed to infiltrate criminal markets, but these require 
multiple undercover officers over an extended period of time. A successful sting operation can disrupt an entire 
criminal market. 
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Vox 


What facial recognition steals from us 


A video explainer on the technology that’s changing the meaning of the human face. 


By Joss Fong joss@vox.com Dec 10, 2019, 8:00am EST 


| 


Human faces evolved to be highly distinctive; it’s helpful to be able to recognize individual 
members of one’s social group and quickly identify strangers, and that hasn’t changed for 
hundreds of thousands of years. 


But, in just the past five years, the meaning of the human face has quietly but seismically 
shifted. That’s because researchers at Facebook, Google, and other institutions have 
nearly perfected techniques for automated facial recognition. 


This development rested on two major trends that enabled the recent explosion in 
machine learning: the exponential improvement in computing power and growth of digital 
imagery, including labeled photos of human faces. In most cases, those images weren’t 
created in order to train facial recognition algorithms, but they were borrowed for that 
purpose. 


https:/Awww.vox.com/recode/2019/12/10/21003466/facial-recognition-anonymity-explained-video 
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The result of that research is that your face isn’t just a unique part of your body anymore, 
it’s biometric data that can be copied an infinite number of times and stored forever. Now 
that facial recognition algorithms exist, they can be effectively linked to any digital camera 
and any database of labeled faces to surveil any given population of people. 


In the video above, we explain how facial recognition technology works, where it came 
from, and what’s at stake. 


You can find this video and all of Vox’s videos on YouTube. And join the Open Sourced 
Reporting Network to help us report on the real consequences of data, privacy, 
algorithms, and Al. 


Open Sourced is made possible by the Omidyar Network. All Open Sourced content is 
editorially independent and produced by our journalists. 


You've read 1 article in the last 30 days. 


Help us celebrate nine years of Vox 


Since Vox launched in 2014, our audience has supported our mission in so many meaningful 
ways. More than 80,000 people have responded to requests to help with our reporting. 
Countless teachers have told us about how they’re using our work in their classroom. And in the 
three years since we launched the Vox Contributions program, tens of thousands of people have 
chipped in to help keep our unique work free. We're committed to keeping our work free for all 
who need it, because we believe that high-quality explanatory journalism is a public good. We 
can’t rely on ads alone to do that. Will you help us keep Vox free for the next nine years by 


making a gift today? 
O $95/year © $120/year 
© $250/year © $350/year 
© Other 


Yes, I'll give $120/year 


We accept credit card, Apple Pay, and Google Pay. You can also contribute via 


https://www.vox.com/recode/2019/12/10/21003466/facial-recognition-anonymity-explained-video 
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Image Recognition In Artificial Intelligence: Complete 
Guide 


In this blog, we are going to learn about Image Recognition and how it is used in Artificial 


Intelligence to find patterns from multimedia data. 


https://analyticslearn.com/image-recognition-in-artificial-intelligence-complete-guide 1/18 
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“A Table of Contents 


1. What is Image Recognition in Al? 
2. How Al is used for Image Recognition? 
3. Different Image Recognition Areas 
3.1. 1. Facial Recognition 

3.1.1. 2. Patter Recognition 

3.1.2. 3. Text Detection 

3.1.3. 4. Object Recognition 
4. How does Image Recognition in Al work? 
5. Different types of Image Recognition Algorithms 
6. What is Image Blurring in Al? 
7. What is Image Filtering in Al? 
8. Which Algorithms use in Image Recognition? 
9. Image Recognition Demystified 
10. Image Recognition Applications 


11. Conclusion 


Artificial intelligence (Al) has long been the stuff of science fiction, but with the development of 
fast computer processors and breakthroughs in machine learning algorithms, it’s quickly 


becoming reality. 


One area where we're seeing Al being used with increasing frequency is in image recognition, 
which allows computers to perform certain tasks automatically based on what they see in an 


image or series of images. 


For example, one Al program developed by researchers at Stanford University can identify high- 
quality tumor cells based on patterns in microscope images, potentially helping doctors identify 


cancer faster and more accurately than ever before. 
Related Article: Artificial Intelligence vs Intelligence | What is Al? 
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What is Image Recognition in Al? 


Image recognition in artificial intelligence (Al) and image processing is an important area of 


computer vision. 


The first computer programs designed to recognize images were developed by British scientists 


starting in 1959. 


Their goal was to build a machine that could detect, among other things, specific persons and 


their posture, as well as various vehicles and activities. 


These days, computers use sophisticated pattern-recognition algorithms and neural networks 


to discern objects and activities from digital photos. 


Image recognition technology can be used for tasks such as identifying people on security 


cameras or recognizing license plates on cars. 


Image recognition software is also used for tasks such as organizing photo collections or 


tagging social media posts with relevant keywords. 


Related Article: Top 10 Practical Applications of Alin the World? 


How Al is used for Image Recognition? 


Deep learning is a type of machine learning which uses multiple layers of data processing to 


train itself. 


Deep learning algorithms are used in image recognition and pattern recognition. A deep learning 
neural network is generally composed of an input layer, one or more hidden layers, and an 
output layer. 


https://analyticslearn.com/image-recognition-in-artificial-intelligence-complete-guide 3/18 


4/10/23, 4:12 PM Image Recognition in Artificial Intelligence: Complete Guide - AnalyticsLearn 
The input layer consists of pixels or data points (each representing a different image) fed into 


the first layer. 


Each successive hidden layer performs some operation on its inputs and feeds them to its next 


layers. 


Different Image Recognition Areas 


1. Facial Recognition 


Imagine walking into a room full of people you don’t know, but your phone knows exactly who 


they are. 


This is what artificial intelligence (Al) software and facial recognition are doing. Artificial 
intelligence can now recognize images like never before including your face, voice, or 


fingerprint. It’s no longer science fiction; it’s reality. 


Thanks to leaps in data storage and processing power, machine vision has advanced 


significantly in recent years and will continue to advance as time goes on. 


2. Patter Recognition 


If you're working with images and artificial intelligence, you’re no doubt familiar with pattern 


recognition. 


When computers use pattern recognition to analyze digital images, they break down an image 
into patterns of pixels (each pixel containing a value that represents color or brightness) and 


compare those patterns to stored data sets of other known images. 


https://analyticslearn.com/image-recognition-in-artificial-intelligence-complete-guide 4/18 


4/10/23, 4:12 PM Image Recognition in Artificial Intelligence: Complete Guide - AnalyticsLearn 
The more images your computer has in its database, the better it will be able to recognize new 


images. 


Once it recognizes a new image as being similar to another image in its database, it can 
perform any number of tasks based on that information, for example, if your computer 
recognizes an image as being similar to a picture of your face, it can automatically tag you in 


photos or alert your friends via social media when you appear in them. 


3. Text Detection 


The new and innovative technology of artificial intelligence has already penetrated into several 


aspects of our daily lives, including driving, facial recognition, and translation. 


Another area where artificial intelligence is taking over is image recognition which involves 


applying deep learning algorithms to images. 


Deep learning refers to a class of machine learning algorithms that are inspired by how neurons 


in our brains operate. 


These algorithms allow computers to learn from their mistakes, just like humans do. 


This technology can be used for many applications such as image classification and object 


detection among others. 


Image classification involves recognizing objects or places in images while object detection 
allows us to detect specific objects within an image based on its properties such as size or 


color. 


In addition, text detection refers to identifying text present within an image using optical 


character recognition (OCR) techniques. 


A combination of these three technologies can enable image recognition in artificial intelligence 


systems. 
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4. Object Recognition 


Over at Google, we have been developing machine vision technologies for many years now. 


Our initial development has focused on simple computer vision applications such as image 


recognition, where we would like a computer to be able to identify specific objects in images. 


Computers can use machine vision technologies in combination with a camera and artificial 


intelligence software to achieve image recognition. 


Image recognition is just one of many exciting areas of research that fall under machine vision 
others include object detection, video tracking, 3D reconstruction from images, human pose 


estimation, and more. 


While each of these areas is interesting in its own right, they are also extremely important for 


solving real-world problems. 


How does Image Recognition in Al work? 


Image recognition in artificial intelligence is made possible through a combination of neural 


networks and convolutional networks. 
Deep learning allows Al to focus on tasks like image recognition and other cognitive tasks. 


Artificial intelligence needs to be trained to recognize different images, objects, people, etc., 


which is where deep learning comes into play. 


Using artificial intelligence, computers can use software such as Google Photos or Apple’s 


Photos app to organize images based on their content and make them searchable via keywords 
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and text. 


For example, if you take pictures of your dog with your iPhone, you can ask Siri or Google 


Assistant to show me pictures of my dog and see all your photos with Rover. 


The same goes for images containing your friends, family members, favorite places (like 


restaurants), products (like shoes), etc. 


Different types of Image Recognition Algorithms 


In computer vision, algorithms can be classified into three types: feature extraction, 


classification, and image matching. 


The first two are supervised learning algorithms while image matching is unsupervised, Image 


recognition is also Known as visual pattern recognition. 


Feature extraction: these algorithms extract features from images that can be used for 
classification or identification. Examples of image features include edges, corners, blobs, and 


lines. 


Classification algorithms: these are trained to recognize different classes of objects in an 


image such as faces or hands by using a set of images with manually labeled ground truth data. 


Image matching: It classifies images based on similar content rather than image shape (for 
example, it would match a picture of a dog with another picture of a dog rather than trying to 


determine if they were both dogs). 


What is Image Blurring in Al? 
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Image recognition and artificial intelligence require high-quality images. One of the ways to 
improve image quality is to blur parts of an image that are not important for a particular 


analysis. 


Blurring can be performed using an algorithm, or by hand. Before blurring, it’s important to 


determine which parts of an image are less important. 


To do so, first, try manually increasing and decreasing saturation across various regions of an 


image. 


What is Image Filtering in Al? 


Images consist of pixels, dots that have a color and may also have a position. Computers can 


apply image filtering techniques to alter the visual aspects of an image. 


The goal of image filtering is to change images so they are easier for humans to perceive or so 


that they are more visually appealing. 


Image processing involves using computers to manipulate and alter images or videos for 


business or entertainment purposes. 


Image analysis identifies objects, places, people, writing, and actions in images and classifies 


them according to their characteristics. 


Which Algorithms use in Image Recognition? 


Image recognition is not a new concept, There are various image recognition algorithms that 


have been around for a long time. 
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A few examples of these algorithms include: 


1. Hough transform 

2. Constrained Delaunay Triangulation (CDT) 
3. k-nearest neighbors algorithm (KNN) 

4. Convex hulls 


5. Radial basis function network 


These algorithms were popular in their day, but as technology improves, they've fallen out of 


favor with computer scientists. 
Other top algorithms for pattern recognition are: 


1. Convolutional Neural Networks (CNNs) 
2. Support Vector Machines (SVMs) 
3. Gaussian Mixture Models (GMM) 


4. Hidden Markov Models (HMM). 
Image classification involves identifying what type of object or scene is present in an image. 


The most common classifications are cat or dog images, Image classification can be done by 


looking at the color, texture, or shape characteristics of objects within an image. 


Image Recognition Demystified 


Let’s begin with a description of what exactly image recognition is. Image recognition artificial 
intelligence is a program’s ability to understand what it’s looking at when presented with an 


image. 


This is done by analyzing pixels and comparing them to other images of known objects. For 


example, if you showed your image recognition software three pictures of the dog, it would be 
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able to tell you that they were all indeed dogs. 


Image Recognition Applications 


A great number of industries are taking advantage of image recognition. Wherever there is a 


need to identify objects, places, or people from images, image recognition software can help. 


Image recognition software is also commonly used to match digital photos with physical 


photographs for security applications and can even be used to give digital art a physical copy. 


Digital signatures are an example of something that could benefit from image recognition 


technology. 


In many cases, signing documents digitally isn’t accepted as legal proof of signature. Image 
recognition software would allow you to sign your name on a document using your computer's 


webcam and then compare it to a picture of your handwritten signature. 


The application would then verify whether they matched up correctly before accepting it as 


legally binding. 


Image recognition has countless other potential uses, so we encourage you to get creative! 


Conclusion 


Image recognition software is improving at a tremendous rate. However, there are still many 
hurdles to achieving high levels of image recognition artificial intelligence, specifically with 


accuracy and efficiency. 
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Through image recognition technologies are nowhere near perfect, they can be a great tool for 
developers seeking better ways to improve user experience or businesses seeking innovative 


solutions. 


DataScience Team 


DataScience Team is a group of Data Scientists working as IT professionals 


who add value to analayticslearn.com as an Author. This team is a group of 
good technical writers who writes on several types of data science tools and 
technology to build a more skillful community for learners. 
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Google reverse image search: 
Everything you need to know 


By | 13/11/2020 


We take a closer look at Google’s reverse image search feature, 
explaining what it does, why it’s useful and how to use it. 
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CI SMARTFRAME 


CONTENT OWNERS v PUBLISHERS v ADVERTISERS » GET STARTED 


LOG IN 


Image: PureSolution/Shutterstock.com 


Google reverse image search, more accurately called Google Search by 
Images, is a service the internet giant has provided since 2011. It’s accessible 
from the Google Images search box, and can be incredibly useful once you 
understand how to use it, whether you’re a photographer, on holiday ina 
foreign country, or if you’ve come across something unfamiliar that’s in 
some way piqued your interest. 


Here, we take a closer look at why you might want to use it and how to do 
SO. 


What is Google reverse image search? 


Google reverse image search, ela called Specey Search by Image, a a 


SmartFrame uses aby Go eke We you BS best browsi ne exper ee . You can view aur okie 
service provided le t allows a user to search for Images USI Ag an 


. OC V fo | = A 
image as the starting point, POSSE te aq WARE or spoken search query. 
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You simply upload an image, or provide a link to an image that can be found 


OBDTSMAR THRAMHII! try to find related images. These will typically be 


similar images, or a mix of similar images and exact copies. 
CONTENT OWNERS » ~~ PUBLISHERS » = ADVERTISERS v GET STARTED 


How do! do a Google reverse image search? 

LOG IN 
Just head to Google Images and click on the camera icon in the search box. 
You will then be able to upload an image from your computer, or paste a link 
to an image online. 


To paste a link to a image found online, just right-click on the image and 
select Copy Image Address. This can then be pasted into the search box, 
which should be set to Paste Image URL at default. 


If you’re using Chrome or Firefox browsers, you'll also be able to drag an 
image from your computer into the search box. 


Chrome users have another advantage, namely the ability to perform a 
reverse image search whenever they come across an image on a website. 
Anyone wanting to do so simply needs to right-click on the image and 
select Search Google for Image. 


How is it different from Google Images searches? 


Normally, when searching Google Images, you input a term such a flowers or 
landscape and Google will aim to show you the most relevant images 
related to that search term. 


With reverse image search, however, you start off by uploading an image, or 
inputting the URL of an online image. This gives Google a clear idea of what 
fms you're looking fer, tand allows store finavrmagesardanformationvspeticba liz 
related to that image. for further details 
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How does reverse image search work? 
(1) SMARTFRAME 


As Google explains in this video, an image that’s used for a reverse search is 
ahSNrerd ton dketinetive SBHRSERSIOrs, lMOFSHAHExtures= THE AGRry that’s 


generated from this analysis is then compared with billions of possible 


images that Google is able to access. Should an exact match be found, 
Google Will display this, indicating the different sizes of images it has been 
able to find. Related images, along with relevant web pages, will also 
typically be shown. 


How Search by Image works 


Why do people use reverse image search? 


Many photographers use reverse image search to discover whether an 
image of theirs has been published somewhere online without their 
authorization. Given the ease with which images can be stolen and the 


ceonnplexitywikeduantiagdensuch vielationsyeurselbe neottovanertioavtlhe 
speed with which this reverse.seareh prosess works — it’s easy to see the 
appeal. 
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Read more: How to attach copyright information to every image you take 
(1) SMARTFRAME 


Reverse image search is not just about finding exact copies of an image, but 


alsenatakeswnnages, bases ante recogMidenceksthe subject within them. 


And this unlocks many other benefits of the service. 


First, it may bring up many similar images that may have some kind of 
useful or interesting information attached to them. An example of this 
would be when you've captured an image of a plant or insect whose name 
you're unsure of. If you use this for a reverse image search, and a number of 
similar images showing this same subject are returned, there’s a good 
chance that a few will bear the same name in their descriptions. 


Alternatively, if Google is confident that it has correctly recognised the 
subject within an image, it might show this in a separate panel known as a 
Knowledge Graph box. This may provide further images of the subject, as 
wellhasakey unfornoaitiom dfivthys iS acepremnensit personefor examlejdh aayookie 
have their birth date, place ofsesidenaenoceupiation and social media 
profiles, as well as related subjects. 
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What is Google Lens? And what does it have to do 


with’réVerseimage searches? 


CONTENT.OWNERS PUBLISHERS ADVERTISERS 
Gdogle Lens isthe name of both a technology provi 


ded by'Gddgle anda 
standalone IOS and Android app that’s based around it. The technology can 
also be found within the Google app, and has also been integrated into the 


native camera apps on some previous Android phones. 


Its goal is to deliver search results based on images, although it can also 
scan QR codes, translate text and more. 


So what's the difference between Google Lens and the standard reverse 


image search functionality? First, you can use Google Lens in real-time, such 
as when translating text. You don’t even need to take an image, you just 
point your smartphone’s camera at it, whether it’s a road sign ora Menuina 
restaurant. 


Second, you can conveniently capture images in the app and perform a 
search straight away, rather than having to upload an image separately. 
Someone capturing an image of a product, such as a lamp or a radio, for 
example, should expect to find matching images with more information and 
potentially places to buy these products online too. The app also allows you 
to specify whether you want it to translate text, find products to buy and so 
on. 


How do! use reverse image search on an iPhone 
or iPad? 
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Google Search by Image is not available in the iOS version of Safari as it is on 
CESKEMARSIORAMEI’s still possible to access the feature in a number of 


ways when using iOS devices. 
CONTENT OWNERS » = PUBLISHERS v ~— ADVERTISERS v GET STARTED 
First, the Google Lens icon can be found in the top-right-hand corner of 


search results in Google Images. All you need to do is tap on this icon and it 
will pesfarm a search from this image. 


Google Lens is also incorporated in the Google Photos app that’s available 
for iOS devices. Once you select a photo from your collection, you simply tap 
on the Google Lens icon and Google will bring up related results. 


Tip: White dots may appear on different elements within the images once 
Google has scanned them, and tapping on them will search specifically with 
this element in mind. With some images, it may also be possible to draw 
around certain elements to highlight these over others. 


How do | use reverse image search on an Android 
device? 


There are a number of ways of using Google’s Search by Image feature on an 
Android phone. 


You can search for an image in Google Images using text or soeech, before 
clicking on a resulting image and pressing down your thumb or finger for a 
moment. This will give you the Search Google for this image option. 


If you're using a Chromium-based browser such as Chrome, Brave or Opera, 
you'll also be able to access this Search Google for this Image option when 
pressing down on an image elsewhere online. Unsurprisingly, if you use 
Microsoft's Edge browser, you'll get the same kind of option but for Bing 
satheFrébharus&soagbeies to give you the best browsing experience. You can view our Cookie 


policy for further details. 
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What does Google do with images uploaded to 
thereVersé iinage search service? 


CONTENT OWNERS »™; PUBLISHERS Vv 1 ¢ ADVERTISERS v 
Google states that images Uploaded for reverse Image searches may be 


stored for seven days, and will only be used during that time to improve its 


products and services. These also don’t form part of your search history, 
which you can download at any time. 


What are the limitations of the reverse image 
search function? 


Clearly, if Google is to successfully locate an image, it needs to have indexed 
it to begin with. Not all images online have been indexed by Google, 
whether it’s because Google has not found them or because the owner has 
decided not to allow Google to index them, or for some other reason. 


At the time of writing, the service does not work with some image formats 
such as TIFF files, nor does it work with images whose dimensions exceed 
8000 x 6000 pixels. 


Are SmartFrames included in reverse image 
searches? 


Yes. If Google finds SmartFrames that appear similar to images used as the 
search query, it will return these in search results in the same way as 
conventional images. 


SmartFrame users do, however, have the option of omitting their images 
from being indexed by search engines, so these would not be found by 
Google. 


Furthermore, the fact that SmartFrames cannot be downloaded, and can 
only be shared with the owner’s permission, means the owner has far less 
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need to perform reverse image searches to discover unauthorized use of 


tHelrSiMagesF RAME 


Plracr:alseveiadhat as Senanineames havert@ereclicks.disebleg.to prevent 


images from being stolen, options such as Search Google for this Image 
and Copy image address will not show upon right-clicks. 


LOG IN 


td 


Subscribe to our newsletter 


Get the latest articles and updates 
delivered straight to your inbox 


Email address 


SUBSCRIBE 


Related articles 


SmartFrame uses cookies to give you the best browsing experience. You can view our Cookie 


policy for further details. 
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[I SMARTFRAME 


CONTENT OWNERS v 


How to protect your images online: Complete guide to 
keeping photos safe — Part 1 


If you value your images you should take the necessary steps to protect them. In the first 
part of a two-part series, we explain ... Continue reading 


a SmartFrame 


Google Licensable badge: What you need to know 


Google's Licensable badge feature makes it easy to find licensable images without 
needing to leave Google Images. We take a look at how it ... Continue reading 


SmartFrame 
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[J SMARTFRAME 


GET STARTED 


Copyright and images: What you need to know 


Copyright is an essential issue for photographers, illustrators and anyone else who 
creates original work. Here, we answer the most common questions on copyright ... 
Continue reading 
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(P 


Film The Police LA @FilmThePoliceLA - 17h aes 
It has taken me up to 18 months to identify officers in the past. 


Now I’m confident that | can ID an LAPD cop within 24 hours thanks to the 
LAPD picture release. 


C) Cd: a7 Co. pair ht 3,848 a 


Exhibit 6 


Film The Police LA @FilmThePoliceLA - Mar 28 
Don’t even need cops to identify anymore. 


Just need a good pic of their face to match w/facial recognition software. 
Q 1 tl 6 9 79 i) 2,344 & 


Show this thread 


Film The Police LA @FilmThePoliceLA - Mar 28 
The LAPD didn't expose any undercover cop’s identity. 


But we will. Already started. 
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Sei, Killercop™ 
. a Remember, #Rewards are double all year for 
detectives and #female cops. 


r League general counsel Enrique Hemandez cites a website called 
| “Killercop” that advocated violence against LAPD officers, offering a 
"$1,000.05 reward to the first person to kill a cop making an illegal 


| arrest ... and $2,000.10 if he's an LAPD cop." 


Reward Prices Are Double For Female Cops 
KILLERCOPCOM - 2023 
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3/27/23, 6:06 AM LAPD officers sue owner of anti-cop website for posting photos and issuing a 'bounty' - Los Angeles Times 
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CALIFORNIA 


LAPD officers sue owner of anti-cop website for posting photos, 


‘bounty’ 
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Los Angeles police officers make their way along Temple Street in downtown L.A. Three officers are suing the owner of a 
website, accusing him of publishing their photos and placing a “bounty” on them. (Mel Melcon / Los Angeles Times) 


BY LIBOR JANY, RICHARD WINTON 
MARCH 24, 2023 8:02 PM PT 


Three Los Angeles police officers are suing the owner of killercop.com, accusing him of 


publishing their photos on his website and putting out a “bounty” on them. 


https://www.latimes.com/california/story/2023-03-24/lapd-officers-sue-owner-of-anti-cop-website-for-posting-photos-bounty 1/7 


3/27/23, 6:06 AM LAPD officers sue owner of anti-cop website for posting photos and issuing a 'bounty' - Los Angeles Times 
It is the first legal action stemming from the Los Angeles Police Department’s release of 
the names and photos of almost every sworn officer — more than 9,300 officers, 
including some who work undercover — as part of a public records request. A police 


watchdog group posted the images online last Friday. 


The lawsuit, which was filed Friday by the Los Angeles Police Protective League on 
behalf of Officers Adam Gross, Adrian Rodriguez and Douglas Panameno, asks that the 


photos and other identifying information be taken down from the killercop.com site. 


In a tweet mentioned in the lawsuit, Steven Sutcliffe, who posts under the handle 
@KillerCop1984, allegedly wrote, “Remember, #Rewards are double all year for 
#detectives and #female cops.” The tweet included an image of a monetary reward for 


killing an LAPD officer, the lawsuit says. 


According to the suit, a later tweet allegedly included a link to a database of officer 


photos, along with the caption, “Clean head-shots on these #LAPD officers. A to Z.” 


In an interview Friday, Sutcliffe said of the lawsuit, “It’s malicious. It’s retaliatory. It is 


vindictive and frivolous. Their motion is filled with lies.” 


He added: “They are trying to silence my free speech. The truth cannot be retaliatory. It 


is ist Amendment protected speech.” 


The information about the officers was turned over by LAPD officials in response to a 
public records request by a journalist with the nonprofit newsroom Knock LA, then 
posted by Stop LAPD Spying Coalition, a group that wants to abolish traditional law 


enforcement but in the interim has pushed for radical transparency. 


The “Watch the Watchers” database includes each officer’s name, ethnicity, rank, date 


of hire, division/bureau and badge number, as well as a photo of the officer. 
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After the site’s launch, department leaders revealed that they inadvertently released 
photos of officers working in an undercover capacity, and they began an internal 
investigation to determine how the mistake occurred. Sources have said that the 
undercover officers whose identities were compromised in the release number in the 


dozens, if not hundreds. 


CALIFORNIA 


Los Angeles police accidentally release photos of undercover officers to watchdog 
website 


March 21, 2023 


LAPD Chief Michel Moore said in an interview on Friday that he supports the league’s 


efforts to have the photos taken down from Sutcliffe’s website. 


He added that the department was investigating whether the “solicitation for violence 


against officers” was criminal in nature. 


“The posts, the nature of the posts, they’re not just intimidation. They’re threatening, 
and they may constitute a crime,” he said. “This is one of those things that I worried 
about and feared when we released these photographs ostensibly to be transparent, that 


others were going to use them to threaten our officers.” 


The chief said he has taken steps to address the safety concerns of those whose photos 


were released. 


“We erred in the sense that there’s photographs that are in there that should not have 
been in there,” Moore said. “Now, but that ship has sailed. All those photographs are out 
here. What I find concerning is that as I feared ... actors or individuals who are now 


taking this information and attempting to intimidate or scare and frighten.” 
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Asked whether he knows of any officers whose covers have been blown or whether any 
sensitive operations had been disrupted, Moore said, “I’m not aware of any to this 


point.” 


Still, he added, the damage has been done. 


“It’s impacting us from a morale standpoint significantly, and from that, it’s very 


unfortunate,” he said. 


The release of the photos has rocked the LAPD. Sources said that it has spurred some 


officers to consider retirement. 


Tom Saggau, a spokesperson for the Police Protective League, which is the union 
representing rank-and-file officers, said the league plans to pursue legal action against 
the city and the LAPD. 


Dozens of undercover officers are expected to bring a class-action lawsuit against the 


department, according to attorneys representing those officers. 


Saggau said the union is more concerned about the city’s “colossal blunder” than with 


the journalist who first received the photos or the watchdog group that published them. 


“They obtained their info through a PRA [public records request],” he said. “It’s the 
city’s screw-up that disclosed information that should have never been disclosed, and 


other sites are exploiting that information and putting bounties on cops’ heads.” 


The plaintiffs in the lawsuit against Sutcliffe claim that the alleged threats, combined 


with their photos being circulated online, have caused them emotional distress. 


The three do not work in undercover assignments. Saggau said that Panameno works in 


the department’s Motor Transport Division. The assignments of the other two officers 
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were not disclosed. 


On Monday, the union filed a formal complaint against Moore and Lizabeth Rhodes, 


director of the LAPD’s Office of Constitutional Policing. 


Moore has asked the inspector general to take over the probe to avoid a conflict of 


interest. 


SH CALIFORNIA 
LAPD chief: Inspector general’s office to investigate release of officer photos 


March 21, 2023 


Multiple LAPD sources not authorized to discuss the photo scandal said Rhodes, who 
oversaw the photo disclosure, should have ensured that any officer working in an 


undercover capacity was excluded from the information release. 


In a letter to Moore on Thursday, the union’s board of directors said it had lost faith in 


Rhodes, asking the chief to put her on home assignment. 


Moore said that he could not discuss the demand, citing personnel matters. 


Legal experts say that a judge will have to decide whether the tweets at issue in the 


lawsuit meet the legal definition of a threat. 


That is a separate question from Stop LAPD Spying Coalition’s decision to publish the 


photos, said Aaron Mackey, a staff attorney at the Electronic Frontier Foundation. 


The ist Amendment generally protects the publication of information received from the 


government, even when it was released by mistake, Mackey said. 
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LAPD officers may argue that the release of their photos, hire dates and other 
information is an intrusion on their privacy, but that argument is unlikely to hold up in 


court, he said. 


“They don’t have this reasonable expectation of privacy in this basic information,” 


Mackey said. 


For the record: 
3:48 p.m. March 25, 2023 A previous version of this story said that Steven Sutcliffe 
pleaded guilty in federal court to eight felony charges of using a website he had created to 


threaten executives at Global Crossing Ltd. Sutcliffe was convicted of those charges by a 


jury. 


Sutcliffe has run into legal trouble before for online threats. In 2003, he was convicted 
in federal court of eight felony charges of using a website he had created to threaten 
executives at Global Crossing Ltd., a fiber-optic network company in Beverly Hills from 


which he was twice fired. 


% Libor Jany 


Libor Jany covers the Los Angeles Police Department. Before joining the Los Angeles 
Times in 2022, he covered public safety for the Star Tribune in Minneapolis. A St. 


Paul, Minn., native, Jany studied communications at Mississippi State University. 


2 Richard Winton 


Richard Winton is an investigative crime writer for the Los Angeles Times and part of 


the team that won the Pulitzer Prize for public service in 2011. Known as @lacrimes 
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on Twitter, during almost 30 years at The Times he also has been part of the breaking 


news staff that won Pulitzers in 1998, 2004 and 2016. 
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What is doxxing and what can you do if you are doxxed? 
By Sen Nguyen, for CNN 


Editor’s note: This story is part of 'Systems Error', a series by CNN As Equals, 
investigating how your gender shapes your life online. For information about 
how CNN As Equals is funded and more, check out our FAQs. 


(CNN) — In 2017, Kyle Quinn enjoyed the anonymity any engineering professor typically would until he 
became a target of doxxing. Angry social media users mistakenly identified him as having attended a 
White nationalist rally in Charlottesville, Virginia. His pictures, home address and employer's name 
quickly made rounds across social networks, frightening Quinn and his wife and sending them to a 
colleague's home for refuge, the New York Times reported. 
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What is doxxing? 


According to the International Encyclopedia of Gender, Media, and Communication, doxxing is the 
intentional revelation of a person's private information online without their consent, often with malicious 
intent. This includes the sharing of phone numbers, home addresses, identification numbers and 
essentially any sensitive and previously private information such as personal photos that could make the 
victim identifiable and potentially exposed to further harassment, humiliation and real-life threats 
including stalking and unwanted encounters in person. 


Why is it called doxxing? 


There are multiple etymologies for the term, but the cybersecurity firm Kapersky reports that one 
explanation is that doxxing came from the phrase "dropping documents" and gradually "documents" 
became "dox" which has been used as a verb to refer to the practice. Originally a form of online attack 
used by hackers, the firm wrote, doxxing has been around since the 1990s. 


What are other examples of doxxing? 


Doxxing can happen in many ways online and on other platforms. 


According to the International Encyclopedia of Gender, Media, and Communication, in 2014, the gaming 
industry experienced a watershed moment known as Gamergate, a year-long culture war led by far right 
trolls online. After Eron Gjoni, ex-boyfriend of game developer Zoe Quinn uploaded a blog post about 
their break up, accused her of cheating on him, and shared screenshots of their private communications 
on an online forum, Quinn became one of many gamers to be a high-profile target of doxxing and rape 
threats, followed by many other female game developers who raised their voices, according to The 
Guardian. 


One of the victims, the American game developer Brianna Wu wrote in the magazine Index on 
Censorship: "The truth is there is no free soeech when speaking about your experiences leads to death 
threats, doxxing and having armed police sent to your house." 


In 2014, Wu tweeted about escaping her home out of fear for her safety along with screenshots of death 
threats sent to her account. 


In 2019, the South African journalist and broadcaster Karima Brown missent a message meant for her 
producer to a WhatsApp group run by the Economic Freedom Fighters (EFF) political party in which 
journalists are able to get media statements from the EFF, according to the Committee for the Protection 
of Journalists (CPU). Julius Malema, the party leader, accused her of spying on the party, and reacted by 
tweeting her phone number to his 2.3 million followers. Brown reportedly received rape and murder 
threats, including graphic messages. The high court in Johannesburg later ruled the doxxing was a 
violation of the country's Electoral Act, according to the CPU, with Brown telling the non-profit that the 
court's ruling was "a victory for democracy and media freedom, and a blow against misogyny and toxsic 
masculinity." 


How and where can you report doxxing? 


Facebook's parent company Meta does not explicitly use the term "doxxing" in its privacy violations 
policy, but said in a statement to CNN that it considers users sharing "personally identifiable information" 
about others a violation of its community standards. The company says it reviews any piece of content 
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S Community standards and may remove private information such as home addresses that 
ult @iriGible harm unless this information is publicly available through HaWecovel4gé ‘press 
rf other Sources. FaCeDOOK USErS Can USE a Specific reporting channel when they are 
concerned about their image privacy on the platform. 


TikTok clearly defines doxxing in its community 
guidelines which ban both the collection and 
publication of individuals' personal information for 
malicious intent. Users can report a specific item on 
the platform and follow the instructions. 


Twitter's app and desktop versions allow you to 
report other users who tweet private information 
and media about themselves or somebody else 
without permission by clicking on the three cots in 
the corner of an offending tweet, then Report Tweet 
and following the instructions. Users found in 
Related Article: They released a sex violation of the policy are required to remove the 
video to shame and silence her. She's content in question and temporarily locked out of 


one of many women in Myanmar doxxed their account. Twitter says permanent suspension 


dab d Tel 6 t may result from a second violation. Users can also 
aig wee Of Jered reir y SUpPpCiests file a separate form to report such violations. 
of the military 


Is doxxing illegal and can you be arrested for doxxing? 


It depends on the jurisdiction. In Asia, Singapore outlawed most forms of intentional harassment or 
distress in 2014, which includes doxxing, and violators can be fined up to SGD $5,000 (nearly $3,800 
US) and/or jailed for up to 6 months. 


In Indonesia, activists told CNN that doxxing cases have been on the rise, especially those targeting 
women human rights defenders and journalists. Damar Juniarto, the executive director of Southeast Asia 
Freedom of Expression Network, a network of digital rights activists, said the term doxxing "is not Known 
in the Indonesia legal system" causing some doxxing cases to not be taken seriously by police. But he 
explained that the Personal Data Protection law, passed in September, punishes people who use and 
share personal information without a person's consent, which can include doxxing. 


In the UK, there are clear guidelines for prosecutors to handle cases, particularly cases of violence 
against women and girls, which involve threats to post personal information on social media and the 
disclosure of private sexual images without consent, and the punishments vary. 


In the US, measures to combat doxxing vary across states. Last year, Nevada passed a bill that bans 
doxxing and allows victims to bring a civil action against the perpetrators. In California, cyber harassment 
including doxxing with the intent to put others and their immediate family in danger can put violators in 
county jail for up to one year or impose a fine of ujp to $1,000, or both. 


In 2021, Hong Kong authorities amended the data privacy law to include doxxing, with people facing jail 
sentences of up to five years and fines of up to HKS1 million ($129,000 US). This followed the doxxing of 
many officials and police officers during the 2019 protests against the Hong Kong government's 
proposed bill to allow extraditions to mainland China. Critics argued that doxxing can be legally defended 
if sharing information about government officials out of public interest. 


Lauren kKrapf, the technology policy and advocacy counsel for the Anti-Defamation League in the US, 
said whether doxxing is criminal depends on the intent. 
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Criminal liability oF Civil liability,” Krapr to , OU 
emphasized that doxxing is not a black and white 
situation. The activity itself can be an empowerment 
tool for people engaging in protests to share 
information about extremists to others, she 
explained. 


Across the US, "state laws vary greatly and there is 
no federal statute outlawing doxxing," Krapf told 
CNN, meaning "there isn't currently one specific 

Related Article: Systems Error: Why CNN standard codified." 

will be reporting about gender 

inequalities online 


Does doxxing affect more women than men? 


While anyone can be doxxed, experts believe women are more likely to be targets of mass online attacks, 
leaks of their sensitive media, Such as sexually explicit imagery that was stolen or shared without consent 
and unsolicited and sexualized messages. 


A 2020 report by UN Women focusing on India, Malaysia, Pakistan, the Philippines, and South Korea 
found that women experience many forms of online violence simultaneously such as trolling, doxxing and 
social media hacks. 


A 2020 global report by The Economist Intelligence Unit (EIU), found that online violence against women 
is startlingly prevalent in the 51 countries surveyed, with 45% of Generation Z and Millennial women 
reporting being affected, compared to 31% of Generation X women and Baby Boomers, while 85% of 
women surveyed overall report witnessing online violence against women. While online violence is 
alarmingly common globally, the study shows significant regional differences, with Africa, Latin America 
and the Caribbean, and the Middle East showing at least 90% of women surveyed having been affected. 


How can you protect yourself against doxxing? 


While the responsibility to prevent doxxing rests with those who would violate another's privacy, and not 
with the victim, it is useful to take some preventative steps to protect yourself online. 


It can help to be familiar with doxxing-related policies on the online platforms you use as well as how to 
report abuse more generally. Consider making it harder for people to track you online by restricting the 
accessibility of any information that can identify you online and offline. For example, check who can see 
your personal email, phone number, home addresses and other physical locations on your social media 
accounts. 


The University of Berkeley, PEN America and Artist at Risk Connection provide thorough online privacy 
guides. 
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